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Preface

This book is an accessibléntroductionto complexity theory and cryptology, two
closely relatedareasin theoreticalcomputerscience.Basedon coursestaughtat
Heinrich-Heine-UnversittDusseldorandFriedrich-SchillerUniversitat Jenasince
1996, this textbook is written mainly for undegraduateand graduatestudentsin
computersciencemathematicsandengineeringResearchersgachersandpracti-
tionersworking in thesefields alsowill find this booka comprehensie, up-to-date,
research-focuseguideto centraltopicsin cryptocompleity.

Chapterl providesmoredetailsaboutthis book,including suggestiongor how
to useit anda brief outline of its chapters.
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1

Introduction to Cryptocomplexity

About this Book

This bookis anintroductionto two areascompleity theoryandcryptolagy, which
arecloselyrelatedbut have developedratherindependentlyof eachother Modern
cryptology employs mathematicallyrigorous conceptsand methodsof complexity
theory Corversely currentresearclin complexity theoryoftenis motivatedby ques-
tionsandproblemsarisingin cryptology This booktakesaccountof this trend,and
thereforeits subjectis whatmay be dubbed' cryptocomplgity,” somekind of sym-
biosisof thesetwo areas.

/jt@\

J‘ \ l@l
Ah%e <:> Bob

Fig. 1.1. A typical cryptographicscenario

Figurel.1 shows a typical scenaridn cryptographyAlice andBob wish to ex-
changemessagesver aninsecurechannekuchasa public telephondine onwhich
Erichis aneavesdropperThatis why Alice encryptsher messaget Bobin sucha
way thatBob caneasilydecryptthem,but Erich cannot.Cryptographyis theartand
scienceof designingsecurecryptosystemsAlice and Bob use cryptosystemsand
cryptographidechniguedo protecttheir privatedataandkeepit secretto electron-
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ically signtheir messageso thattheir signaturecannotbe forged,for authentica-
tion, for the protectionof copyrights, to make secureuseof computemetworks, to
exchangenformationanddo businesovertheinternetin a secureway.

Their adwersaryis Erich, angry that he can interceptor eavesdroptheir mes-
sagealright, but to no avail for himself.He aimsat unauthorizedlecryptionof their
ciphertets, he wantsto get his handsat their decryptionkeys to breaktheir cryp-
tosystemCryptanalysiss theartandscienceof breakingcryptosystemsCryptology
comprisesoththesefields, cryptographyandcryptanalysis.

Cryptographyand cryptanalysigfight an ongoingwar againsteachother since
ancienttimes. When our ancestordearnedto think and speakand write, they not
only seeled to corvey their thoughtsand messagesut alsoto protectthem from
unauthorizedecipients,i.e., to keepthemsecret. Already GaiusJulius Caesarthe
Romanemperoywasmakinguseof a simple (andeasy-to-breakgryptosystem.

Battleafterbattlehasbeenfoughtbetweerthesetwo opposingwvorldseversince:
As soonasthe cryptographerfiave designeda new cryptosystemthe cryptanalysts
do not restbeforethey have brokenit, whereuporbettercryptosystemsre devel-
oped,andsoforth. The phraseswar” and“battle” canbetakenliterally here .During
World War I, thestruggleof theallied codebreakrsagainstheinfamousencryption
machineEnigmausedby the DeutscheWWehrmachtwas a matterof life anddeath.
The Enigma consideredunbreakableat first, was eventually broken by the British
codebreakrsfrom Bletchley Park, aidedby previousachiezementof Polishmathe-
maticiansandthe cooperatiorof a Germanspy. Their achievementwasdecisve—if
notfor thewarsofor anumberof battles especiallyfor thebig seabattlesandthede-
structionof the Germansubmarindleet. Singh[Sin99 andBauer[Bau00a Bau00h
elaboratelytell the thrilling story of this strugglebetweenthe Germancryptogra-
phersandthe allied cryptanalystsThe succes®f breakingthe Enigmais attributed
to Alan Turing for the mostpart. His brilliance asa cryptanalysimay be surpassed
only by hisingeniousfundamentahchiezementsn theoreticacomputeiscienceBy
inventingthe Turing machinewhichis namedafterhim, Turing laid thefoundations
of recursve functionandcomputabilitytheory the motherof complexity theory

Thatefficient algorithmshave usefulapplicationsn practiceis obvious.In con-
trast,compleity theoryaimsat proving thatcertainproblemsarenotefficiently solv-
able.It providesthemeansaandmethoddor classifyingproblemswith respectotheir
inherentcomputationatomplexity. It also providesusefultools andtechniquedor
comparingtherelative complexity of two givenproblemsvia reductions.

In cryptographicsettings provableinefficiency meanssecurity: The securityof
currentcryptosystemss basedon the assumptiorthat certainproblemscannotbe
solved efficiently. The problemof breakinga cryptosystenmcan be linked via re-
ductionsto suitableproblemswidely believedto be intractable.Cryptographythus
requiresandutilizesthecomputationaintractabilityof problemslin short,cryptogra-
phy needsandmotivatescomplexity-theoreticnotionsmodels methodsandresults.
In particular the notionsof one-way functions,interactive proof systemsandzero-
knowledgeprotocolsarecentralbothin cryptologyandin complexity theory which
demonstratethe mutualpenasionof thesetwo fields. This bookintroducego both
cryptologyandcomplexity theory with a particularfocuson theirinterrelation.
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How to Use this Book

This book is basedon the authors lecturesheld at Heinrich-Heine-Unversitt
Dusseldorfand Friedrich-SchillerUniversiét Jenasince 1996. Written mainly for
undegraduateand graduatestudentsn computerscience mathematicsand engi-
neering,it is a valuablesourcealsofor researchergniversity teachersand practi-
tionersworkingin thesefields.

Thistextbook canbe usedfor teachingn morewaysthanone.Onthe onehand,
it canbe usedfor introductorycoursesn cryptology from a complexity-theoretic
perspectie.Ontheotherhand,it canbeusedfor introductorycoursesn complexity
theory emphasizingotentialapplicationsn cryptology In both regards,this book
providesa comprehensie, up-to-date yesearch-focuseguideto the stateof the art
in thesetwo fields, stressingheir connectionsandchoosinga unifiedapproach.

Ideally, however, this book shouldbe usedfor a seriesof interrelateccoursesn-
troducingto boththeseareagointly. For example basednthe materialpresentedn
this book,a seriesof four one-semesteroursedor undegraduatestudentavastest-
drivenby theauthorin DiisseldorfThe studentspositive feedbacksuggestshatthe
approactof focusingontheinterrelationdbetweercompleity theoryandcryptology
is more profitablefor themthanteachingthesefields separatelandindependently
A typical courseseriesconsistof the following four moduleson cryptocompleity:

Cryptocomplexity I: givesanintroductionto complexity theorybasedon material
selectedrom Chapter2, Chapter3, Chapters (e.g.,Sectionss.1,5.2,and5.6),
andChapter6 (e.g.,Sections.1,6.2,and6.3).

Cryptocomplexity I1: presentsnoreadvancedopicsfrom compleity theorybased
on materialselectedrom Chapter5 (e.g., Sections5.3,5.4,5.5,and5.7) and
Chaptes6 (e.g.,Sections.4and6.5).

Cryptocomplexity I11: givesan introductionto cryptology basedon material se-
lectedfrom Chapter2, 4, and7.

Cryptocomplexity IV: presentamore advancedtopics from cryptology basedon
materialselectedrom Chapters’ and8.

Of coursethetopicspresentedhn thisbook canbe supplementeby currentoriginal
researchesultsandothermaterialof interest Detaileddescriptionof thesemodules
canbefoundathttp://www.cs.uni-duesseldorf.de/ rothe.

Much carehasbeentaken to motivate and explain the notionsandresultspre-
sented Numeroussxamples figures,andtablesare providedto make the text com-
prehensible gasy-to-readand hopefully even entertainingat times. Occasionally
beforepresentingsomenaotionor resultin abstractformal, mathematicalerms,it is
firstintroducedandexplainedby a shortstory.

Readingthis book is not only fun, though,it is alsohardwork: Every chapter
hasa setof exercisesandproblemswith hintsatpossiblesolutionsor pointersto the
original literature. The degreeof difficulty of the exercisesvariesin a broadrange;
therearerathereasyexerciseandtherearehardonesMany of theproblemsaremost
challenging.Someof themareresearctproblemsthat were solved only recentlyin



4 1. Introductionto Cryptocompleity

theliterature,andthey sometimesequiredeepinsightsor cleverideas.Evenif they
turn outto betoo difficult, it is worth trying to solve them.

Dueto its comprehensie bibliography(with 508 entries)andsubjectindex (with
1490 main entries),this textbook is alsoa valuablesourcefor researchersvorking
in compleity theoryandcryptology Startingfrom scratchandseekinga unified ap-
proach,it worksits way to the frontiers of currentresearchin selectedopicsfrom
thesetwo fields. Every chapterconcludeswith a summarythatdescribeghe histor
ical developmentof the notionsandresultspresentedexplainsrelatednotionsand
ideasandprovidescomprehensie, detailedbibliographicremarks.

The subjectindex hasan altundanceof entriesand cross-referencekecausea
textbookis only asusefulasits index is.* Every catchword canhave severalentries a
boldfacedmainentrypointingto its definition,andanumberof otherentriespointing
to theoremsontainingthe catchword. A textbookwithoutanindex, or with apoorly
or sloppily madeindex, is of no more help to the readerthan a library lacking a
classifiedcatalogandhaving all its bookshuddledtogethemunsortedYou maystand
in front of this hugeheapof books knowing thatthey containall theknowledgeand
thewisdomof the universe andstill youwon't beableto find thatparticularpieceof
informationyou arelooking for sodesperatelyT his pointhasbeeneloquentlymade
by Borges[Bor89] in hisshortstory, “The Library of Babel’ By theway, eachof the
catchwordsmentionedn Footnotel canindeedbefoundin theindex. Checkit out.

Admittedly, thisbookhasa clearfocusontheory Practicalaspect®f securityen-
gineering,suchasthe creationof securepublic-key infrastructuresgcannotbe found
here.A recommendablesferenceor this topicis BuchmanrBuc01].

In 2003 and 2004, a group of University of Dusseldorfstudentsdevelopeda
systemthat implementsa numberof cryptosystemswhich also aretreatedin this
book. Acknawledgmentsare due to Tobias Riege, who supervisedthe students,
andto YvesJerschw, ClaudiaLindner, Tim Schiiter, David Schneider Andreas
Stelzer Philipp Stcker, AlexanderTchernin, Pavel Tenenbaum©Oleg Umanski,
Oliver Wollermann andisabelWolters. The sourcecodein Java canbe downloaded
fromhttp://www.cs.uni-duesseldorf.de/ riege/praktikum

Overview of the Book Chapters

Chapter2 provides somebackgroundfrom thosefields of computerscienceand
mathematicghat arerelevantto the topicsfrom complexity theoryandcryptology
coveredin this book. The conceptausedare explainedwith mathematicatigor and
in asshortaway aspossiblebut to the extentnecessaryo understandhem.In par
ticular, it providessomeof the elementaryfoundationsof algorithmics,the theory
of formal languagestecursve functiontheory, logic, algebranumbertheory graph

! Supposgyou arelooking for eachoccurrenceof the phrasebabycloningin this book. Or
you areinterestedn a particulartool, saya chain-sawor a Turing madine Or you may
wantto knov whatthis book hasto say aboutpolygamy the wizard Merlin, the Ruling
Ring theHoly Grail, or DNA tests Or you maywantto learneverythingaboutits dogmas
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theory andprobabilitytheory Althougheachfield is explainedfrom scratchandnot
much mathematicabackgrounds assumedrom the reader somefamiliarity with
thefoundationsof mathematiceindtheoreticacomputersciencemight be helpful.

In Chapters3 and4, the foundationsof complexity theory and cryptology are
laid, andtheir historicaldevelopmentis briefly sketched.In Chapter3, complexity
measuresndclassesaredefinedin thetraditionalworst-casemodel.(The average-
casecompleity modelis not treatedhere;a usefulreferenceis Wang's excellent
suney [Wan97.) Fundamentapropertiesof worst-casecomplexity arestudied,in-
cluding linear tape-compressioand speed-upmndthe hierarchytheoremdor time
andspaceTherelationsbetweerthe mostcentralcomplexity classedetweeroga-
rithmic andpolynomialspaceareexplored.Most notableamongthemaretheclasses
P andNP, deterministicandnondeterministipolynomialtime.

P is thoughtof asa compleity classcapturingthe intuitive notion of efficient
computationwhereaghe hardestproblemsin NP, the NP-completeproblems are
thoughtof asa collection of intractableproblems,assuming® # NP. The P ver-
susNP questionwhich askswhetheror not thesetwo classediffer, is one of the
mostimportantopenquestionsn theoreticalcomputerscienceandit keepsanngy-
ing compleity theoristsfor more thanthirty yearsnow. If P # NP thenno NP-
completeproblemcanhave efficient (i.e., polynomial-timecomputable plgorithms.
Ontheotherhand,if P = NP thenall problemsin NP arepolynomial-timesolvable
and,in particular mostof the cryptosystemsurrentlyin usearebroken.

Particular attentionis paid in Chapter3 to compleity-boundedreducibilities,
suchas the polynomial-timemary-one reducibility, and to the relatednotions of
hardnesandcompletenesfReducibilitiesarepowerful toolsfor comparinghecom-
plexity of two givenproblemsandcompletenessaptureshe hardesproblemsin a
compleity classwith respecto agivenreducibility. In particular thecompleteprob-
lemsin the classedNL (nondeterministidogarithmic space)and NP are intensely
investigatedanda hostof specificexamplesof naturalcompleteproblemsin these
classesaregiven. Thesencludevariousvariantsof the satisfiabilityproblem,which
askswhetheror notagivenboolearformulais satisfiableThelist of problemsshavn
to beNP-completen this chaptelincludescertaingraphproblemssuchasthegraph
three-colorabilityproblem,andcertainvariantsof the knapsackproblem.Chapter8
presents cryptosystenbasedn sucha knapsack-typ@roblem.

Thereareproblemsin NP thatseemto be neitherNP-completenor to have effi-
cientalgorithms.Onesuchexampleis the graphisomorphismproblem,introduced
in Chapter2 andmoredeeplystudiedin Chapters3, 6, and8. Anotherexampleof a
problemthatcanbe solvedin nondeterministipolynomialtime but is not known to
besolvablein deterministigpolynomialtime is the factoringproblem,which will be
carefullyinvestigatedn Chapter7. Many cryptosystemsancludingthefamousRSA
public-key cryptosystemarebasedon the hardnes®f thefactoringproblem.

Chapter3 alsointroducesaninterestingcompleity classthatseemso lack com-
plete problems:UP, “unambiguouspolynomial time;” containsexactly those NP
problemsthatnever have morethanonesolution. The complexity classUP is useful
for characterizinghe existenceof certaintypesof one-way functionsin the worst-
casemodel. A functionis one-way if it is easyto computebut hardto invert. In
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compleity theory suchfunctionsarecloselyrelatedto BermanandHartmanis'iso-
morphismconjecture One-way functions(in anadequatenodelof complexity) are
alsoimportantin cryptographysuchfunctionsarediscussedn Chapter8.

Chapter4 introducegthe basicnotionsof cryptology suchassymmetric(a.k.a.
private-key) andasymmtric(a.k.a.public-key) cryptosystemsThis chaptempresents
someclassicalsymmetriccryptosystemsncluding the substitution affine, and per
mutationciphers,affine linear block ciphers,streamciphers,the Vigerére,andthe
Hill cipher Cryptanalyticattackson thesecryptosystemsreprovided by example.
Moreover, basedon the notion of entropy from Shannors informationand coding
theory the notion of perfectsecrey for cryptosystemss introducedand Shannors
resultis presentedyhich provides necessanand sufficient conditionsfor a cryp-
tosystemgo achieve perfectsecrey.

Chapter5 turnsto compleity theory again and introduceshierarchiesbased
on NP, including the booleanhierarchyover NP andthe polynomialhierarchy Re-
latedly, variouspolynomial-timeTuring reducibilitiesaredefined Both thesehierar
chiescontainNP astheirfirstlevel andarevery usefulto classifyimportantproblems
thatseento be harderthanNP-completgroblems Examplesof problemscomplete
in thehigherlevelsof thebooleanhierarchyarethe“exact” variantsof NP-complete
optimization problems,facetproblems,and critical graph problems.Examplesof
problemscompletein the higherlevels of the polynomialhierarchyarecertainvari-
antsof NP-completgoroblemsthat canbe representethy a boundednumberof al-
ternatingpolynomially length-boundedjuantifiers.The canonicalexampleof such
problemsis the quantifiedbooleanformula problemwith a boundednumberof al-
ternatingquantifierswhich generalizeshe satisfiabilityproblem.

Relatedly the notion of alternatingTuring machineds introducedin Chapter5,
and P and PSFACE are characterizedn terms of such machines:Deterministic
polynomialtime equalsalternatingogarithmicspace anddeterministicpolynomial
spaceequalsalternatingpolynomialtime. The former resultshavs that alternating
Turing machinesarea reasonablenodelof parallelcomputationsincethey satisfy
Cook’s criterionthatparalleltime is roughlythe sameassequentiali.e., determinis-
tic) space Thelatterresultshavs thatthe quantifiedbooleanformula problemwith
anunboundedumberof alternatingguantifierss completefor PSRACE.

Thereis a remarkableconnectionbetweenthe polynomial hierarchyand the
booleanhierarchyover NP: If the booleanhierarchycollapsedo afinite level, then
so doesthe polynomial hierarchy Chapter5 further introducesthe query hierar
chiesover NP with a boundedhumberof queries,andthe low andhigh hierarchies
within NP. Thelow hierarchycanbeusedio measuréhecompleity of NP problems
thatseemto be neitherin P nor NP-complete.

Chapter6 is concernedvith randomizedalgorithmsand probabilisticcomplex-
ity classesln particular a randomizedalgorithmfor the NP-completesatisfiability
problemis introducedwhich still runsin exponentiatime but is fastethanthenaive
deterministicalgorithmfor this problem.Moreover, Monte CarloandLas Vegasal-
gorithmsandtheprobabilisticcomplexity classe$P(probabilisticpolynomialtime),
RP (randompolynomialtime), ZPP (zero-errorprobabilisticpolynomialtime), and
BPP (bounded-erroprobabilisticpolynomial time) are introducedand thoroughly



1. Introductionto Cryptocompleity 7

studiedin Chapter6. Boundingthe error avay from one half yields a very useful
probability amplificationby which the errorin the computationcanbe madeexpo-
nentially small in the input size. Sucha small error probability can be safely ne-
glectedfor mostpracticalapplications Again, someof the probabilisticcomplexity
classege.g.,PP)dohave completeproblemswherea®thers(e.g.,BPP)areunlikely
to have completeproblems.

Chaptei6 alsostudieghe Arthur-Merlin gamesntroducedby BabaiandMoran.
Arthur-Merlin gamescanbe regardedasinteractive proof systemsawith public coin
tossesandthey canbe usedto definea hierarchyof compleity classesThe main
resultsaboutthe Arthur-Merlin hierarchyin Chapter6 are,first, thatthis hierarchy
collapsedo afinite level, and,secondthatthe graphisomorphismproblemis con-
tainedin the secondevel of this hierarchy Consequentlythe graphisomorphism
problemis containedn thelow hierarchyandthusis unlikely to be NP-complete.

Chapter7 introducesthe RSA cryptosystemthe first public-key cryptosystem
developedin the public sectorwhich still is widely usedin practicetoday TheRSA
digital signatureschemewhich is basedon the RSA public-key cryptosystemjs
alsopresentedA digital signatureprotocol enablesAlice to sign her messageso
Bob sothatBob canverify thatindeedshewasthe senderandwithout Erich being
ableto forge Alice’s signature.In addition, numerouscryptanalyticattackson the
RSA systemare surveyed and thoroughlydiscussedand for eachattackon RSA
presentedpossiblecountermeasureesuggested.

Relatedo the RSA systemChapter7 investigateshe factoringproblemandthe
primality problemin depth.Onthe onehand the securityof RSA crucially depends
on the presumecdhardnes®f factoringlarge integers.On the otherhand,the RSA
cryptosystemanddigital signatureschemeboth requirethe efficient generationof
largeprimes,asdomary othercryptosystemslhecomplexity of themostprominent
factoringmethodsknown, suchasthequadraticsieve,is discussedh Chapter7. Note
thatthefactoringproblemis currentlyknown neitherto have an efficient algorithm
norto have arigorousproof of its hardness.

Chapter7 further presentsaa numberof efficient primality teststhat are usedin
practice,including the Fermattest,the Miller—Rabintest,andthe Solovay—Strassen
test. Theseare randomizedalgorithms,and someof them are of the Monte Carlo
type. A recentresultshaving thatthe primality problemcanbe solvedin determin-
istic polynomialtime is alsodiscussed.

Chapte suneysfurtherimportantpublic-key cryptosystemandcryptographic
protocols,including the Diffie—Hellmansecret-ley agreemenprotocolandthe El-
Gamaldigital signatureprotocol.Thelatterprotocol,with appropriatenodifications,
hasbeenadoptedasthe United Statesdigital signaturestandardRelatedly the dis-
cretelogarithm problemis carefully studiedin this chapter The securityof mary
importantprotocols suchasthetwo justmentionedreliesonthe presumedhardness
of thediscretdogarithmproblem.

Revisiting the graph isomorphismproblem and the notion of Arthur-Merlin
gamesthat were studiedin previous chaptersChapter8 introducesthe notion of
zero-knavledgeprotocols,which is relatedto the cryptographidaskof authentica-
tion.
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Therehave beenattemptsn the pastto basecryptosystenon NP-hardproblems;
in particular on variantsof the knapsackproblem.Someof thosecryptosystems
werebroken,whereathersarestill unbroken.Onesuchcryptosystems presented
and critically discussedn Chapter8. Relatedly the notion of a trapdoorone-way
function, which is importantin public-key cryptographyis discussedFinally, this
chapterintroducesrotocolsfor secret-ley agreemenanddigital signatureshatare
basedon associatie, strongly nonirvertible one-way functions (in the worst-case
model).

Obviously, therearemary interestingopicsandresultsin compleity theoryand
cryptologythat could not be coveredin this book. Here are somerecommendable
referenceskor example approximatiorandnonapproximatiomesults which areof
both theoreticaland practicalimportance are not coveredhere;see,e.g.,Ausiello
etal.JACGt 03], Vazirani[Vaz03, andthe comprehensie, up-to-datecompendium
of NP optimizationproblemseditedby Crescenzikann,HalldorssonKarpinski,and
Woeginger:http://www.nada.kth.se/ viggo/problemlist/compendium.html.

For a variety of further importanttopics of compleity theory seethe books
by Balcazar,Diaz, and Gabarb [BDG95, BDG9(], Bovet and CrescenziBC93],
Du and Ko [DKO00], Gargy and Johnson[GJ79, L. Hemaspaandrand Ogihara
[HOO02], Papadimitriou[Pap94, Reischuk[Rei9(, Vollmer [Vol99], Wagnerand
Wechsung[WW86, Wec0(q, and Wegener[Weg87, Weg03, and the collections
editedby SelmanandL. Hemaspaandrgsel9Q HS97 and Ambos-SpiesHomer,
and Schbning [AHS93]. For topicsof cryptologynot coveredhere,see,e.g.,Gold-
reich[Gol99, Gol0]], Luby [Lub96], MicciancioandGoldwassefMG02], Salomaa
[Sal9q, Schneie[Sch9§, Stinson[Sti02], andWelsh[Wel98].



