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Preface

This book is an accessibleintroductionto complexity theory andcryptology, two
closely relatedareasin theoreticalcomputerscience.Basedon coursestaughtat
Heinrich-Heine-UniversiẗatDüsseldorfandFriedrich-Schiller-UniversiẗatJenasince
1996, this textbook is written mainly for undergraduateand graduatestudentsin
computerscience,mathematics,andengineering.Researchers,teachers,andpracti-
tionersworking in thesefieldsalsowill find this booka comprehensive,up-to-date,
research-focusedguideto centraltopicsin cryptocomplexity.

Chapter1 providesmoredetailsaboutthis book,includingsuggestionsfor how
to useit anda brief outlineof its chapters.
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1

Introduction to Cryptocomplexity

About this Book

This book is an introductionto two areas,complexity theoryandcryptology, which
arecloselyrelatedbut have developedratherindependentlyof eachother. Modern
cryptologyemploys mathematicallyrigorousconceptsandmethodsof complexity
theory. Conversely, currentresearchin complexity theoryoftenis motivatedby ques-
tionsandproblemsarisingin cryptology. This booktakesaccountof this trend,and
thereforeits subjectis whatmaybedubbed“cryptocomplexity,” somekind of sym-
biosisof thesetwo areas.

Erich

Fig. 1.1. A typical cryptographicscenario

Figure1.1 shows a typical scenarioin cryptography. Alice andBob wish to ex-
changemessagesoveraninsecurechannelsuchasa public telephoneline on which
Erich is aneavesdropper. That is why Alice encryptshermessagesto Bob in sucha
way thatBobcaneasilydecryptthem,but Erich cannot.Cryptographyis theart and
scienceof designingsecurecryptosystems.Alice andBob usecryptosystemsand
cryptographictechniquesto protecttheir privatedataandkeepit secret,to electron-
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ically sign their messagesso that their signaturescannotbe forged,for authentica-
tion, for the protectionof copyrights,to make secureuseof computernetworks,to
exchangeinformationanddo businessover theinternetin a secureway.

Their adversaryis Erich, angry that he can interceptor eavesdroptheir mes-
sagesalright,but to noavail for himself.Heaimsatunauthorizeddecryptionof their
ciphertexts, he wantsto get his handsat their decryptionkeys to breaktheir cryp-
tosystem.Cryptanalysisis theartandscienceof breakingcryptosystems.Cryptology
comprisesboththesefields,cryptographyandcryptanalysis.

Cryptographyandcryptanalysisfight an ongoingwar againsteachothersince
ancienttimes.Whenour ancestorslearnedto think andspeakandwrite, they not
only seeked to convey their thoughtsandmessagesbut also to protectthemfrom
unauthorizedrecipients,i.e., to keepthemsecret.AlreadyGaiusJuliusCaesar, the
Romanemperor, wasmakinguseof asimple(andeasy-to-break)cryptosystem.

Battleafterbattlehasbeenfoughtbetweenthesetwo opposingworldseversince:
As soonasthecryptographershave designeda new cryptosystem,thecryptanalysts
do not restbeforethey have broken it, whereuponbettercryptosystemsaredevel-
oped,andsoforth.Thephrases“war” and“battle” canbetakenliterally here.During
World WarII, thestruggleof thealliedcodebreakersagainsttheinfamousencryption
machineEnigmausedby the DeutscheWehrmachtwasa matterof life anddeath.
The Enigma, consideredunbreakableat first, waseventuallybrokenby the British
codebreakersfrom Bletchley Park,aidedby previousachievementsof Polishmathe-
maticiansandthecooperationof a Germanspy. Theirachievementwasdecisive—if
notfor thewarsofor anumberof battles,especiallyfor thebig seabattlesandthede-
structionof theGermansubmarinefleet.Singh[Sin99] andBauer[Bau00a, Bau00b]
elaboratelytell the thrilling story of this strugglebetweenthe Germancryptogra-
phersandtheallied cryptanalysts.Thesuccessof breakingtheEnigmais attributed
to Alan Turing for themostpart.His brillianceasa cryptanalystmaybesurpassed
only by hisingenious,fundamentalachievementsin theoreticalcomputerscience.By
inventingtheTuringmachine,which is namedafterhim, Turing laid thefoundations
of recursive functionandcomputabilitytheory, themotherof complexity theory.

Thatefficient algorithmshave usefulapplicationsin practiceis obvious.In con-
trast,complexity theoryaimsatproving thatcertainproblemsarenotefficiently solv-
able.It providesthemeansandmethodsfor classifyingproblemswith respectto their
inherentcomputationalcomplexity. It alsoprovidesusefultoolsandtechniquesfor
comparingtherelativecomplexity of two givenproblemsvia reductions.

In cryptographicsettings,provableinefficiency meanssecurity:The securityof
currentcryptosystemsis basedon the assumptionthat certainproblemscannotbe
solved efficiently. The problemof breakinga cryptosystemcan be linked via re-
ductionsto suitableproblemswidely believed to be intractable.Cryptographythus
requiresandutilizesthecomputationalintractabilityof problems.In short,cryptogra-
phyneedsandmotivatescomplexity-theoreticnotions,models,methods,andresults.
In particular, thenotionsof one-way functions,interactive proof systems,andzero-
knowledgeprotocolsarecentralbothin cryptologyandin complexity theory, which
demonstratesthemutualpervasionof thesetwo fields.This bookintroducesto both
cryptologyandcomplexity theory, with aparticularfocuson their interrelation.
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How to Use this Book

This book is basedon the author’s lecturesheld at Heinrich-Heine-Universiẗat
DüsseldorfandFriedrich-Schiller-Universiẗat Jenasince1996.Written mainly for
undergraduateandgraduatestudentsin computerscience,mathematics,andengi-
neering,it is a valuablesourcealsofor researchers,university teachers,andpracti-
tionersworking in thesefields.

This textbookcanbeusedfor teachingin morewaysthanone.On theonehand,
it canbe usedfor introductorycoursesin cryptology from a complexity-theoretic
perspective.Ontheotherhand,it canbeusedfor introductorycoursesin complexity
theory, emphasizingpotentialapplicationsin cryptology. In both regards,this book
providesa comprehensive,up-to-date,research-focusedguideto thestateof theart
in thesetwo fields,stressingtheir connectionsandchoosinga unifiedapproach.

Ideally, however, this bookshouldbeusedfor aseriesof interrelatedcoursesin-
troducingto boththeseareasjointly. For example,basedonthematerialpresentedin
this book,a seriesof four one-semestercoursesfor undergraduatestudentswastest-
drivenby theauthorin Düsseldorf.Thestudents’positive feedbacksuggeststhatthe
approachof focusingontheinterrelationsbetweencomplexity theoryandcryptology
is moreprofitablefor themthanteachingthesefieldsseparatelyandindependently.
A typicalcourseseriesconsistsof thefollowing four moduleson cryptocomplexity:

Cryptocomplexity I: givesanintroductionto complexity theorybasedon material
selectedfrom Chapter2, Chapter3, Chapter5 (e.g.,Sections5.1,5.2,and5.6),
andChapter6 (e.g.,Sections6.1,6.2,and6.3).

Cryptocomplexity II: presentsmoreadvancedtopicsfromcomplexity theorybased
on materialselectedfrom Chapter5 (e.g.,Sections5.3, 5.4, 5.5, and5.7) and
Chapter6 (e.g.,Sections6.4and6.5).

Cryptocomplexity III: givesan introductionto cryptology basedon materialse-
lectedfrom Chapters2, 4, and7.

Cryptocomplexity IV: presentsmore advancedtopics from cryptology basedon
materialselectedfrom Chapters7 and8.

Of course,thetopicspresentedin thisbookcanbesupplementedby currentoriginal
researchresultsandothermaterialof interest.Detaileddescriptionsof thesemodules
canbefoundat

�����	�
: 
�
������ ������ ����� -� �����	����� ������� � � � 
������ �	� � .

Much carehasbeentaken to motivateandexplain the notionsandresultspre-
sented.Numerousexamples,figures,andtablesareprovidedto make thetext com-
prehensible,easy-to-read,and hopefully even entertainingat times. Occasionally,
beforepresentingsomenotionor resultin abstract,formal,mathematicalterms,it is
first introducedandexplainedby ashortstory.

Readingthis book is not only fun, though,it is alsohardwork: Every chapter
hasasetof exercisesandproblems,with hintsatpossiblesolutionsor pointersto the
original literature.Thedegreeof difficulty of theexercisesvariesin a broadrange;
therearerathereasyexercisesandtherearehardones.Many of theproblemsaremost
challenging.Someof themareresearchproblemsthatweresolvedonly recentlyin
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theliterature,andthey sometimesrequiredeepinsightsor clever ideas.Evenif they
turn out to betoo difficult, it is worth trying to solve them.

Dueto its comprehensivebibliography(with ����� entries)andsubjectindex (with �!�" � main entries),this textbook is alsoa valuablesourcefor researchersworking
in complexity theoryandcryptology. Startingfrom scratchandseekingaunifiedap-
proach,it works its way to the frontiersof currentresearchin selectedtopicsfrom
thesetwo fields.Every chapterconcludeswith a summarythatdescribesthehistor-
ical developmentof the notionsandresultspresented,explainsrelatednotionsand
ideas,andprovidescomprehensive,detailedbibliographicremarks.

The subjectindex hasan abundanceof entriesandcross-referencesbecausea
textbookis only asusefulasits index is.1 Everycatchwordcanhaveseveralentries,a
boldfacedmainentrypointingto its definition,andanumberof otherentriespointing
to theoremscontainingthecatchword.A textbookwithoutanindex, or with apoorly
or sloppily madeindex, is of no more help to the readerthan a library lacking a
classifiedcatalogandhaving all its bookshuddledtogetherunsorted.Youmaystand
in front of thishugeheapof books,knowing thatthey containall theknowledgeand
thewisdomof theuniverse,andstill youwon’t beableto find thatparticularpieceof
informationyouarelooking for sodesperately. Thispointhasbeeneloquentlymade
by Borges[Bor89] in hisshortstory, “The Library of Babel.” By theway, eachof the
catchwordsmentionedin Footnote1 canindeedbefoundin theindex. Checkit out.

Admittedly, thisbookhasaclearfocusontheory. Practicalaspectsof securityen-
gineering,suchasthecreationof securepublic-key infrastructures,cannotbefound
here.A recommendablereferencefor this topic is Buchmann[Buc01].

In 2003 and 2004,a group of University of Düsseldorfstudentsdevelopeda
systemthat implementsa numberof cryptosystems,which alsoare treatedin this
book. Acknowledgmentsare due to Tobias Riege, who supervisedthe students,
and to Yves Jerschow, ClaudiaLindner, Tim Schl̈uter, David Schneider, Andreas
Stelzer, Philipp Stöcker, AlexanderTchernin, Pavel Tenenbaum,Oleg Umanski,
OliverWollermann,andIsabelWolters.Thesourcecodein Java canbedownloaded
from
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Overview of the Book Chapters

Chapter2 provides somebackgroundfrom thosefields of computerscienceand
mathematicsthat arerelevant to the topicsfrom complexity theoryandcryptology
coveredin this book.Theconceptsusedareexplainedwith mathematicalrigor and
in asshorta way aspossiblebut to theextentnecessaryto understandthem.In par-
ticular, it providessomeof the elementaryfoundationsof algorithmics,the theory
of formal languages,recursive functiontheory, logic, algebra,numbertheory, graph
(

Supposeyou arelooking for eachoccurrenceof thephrasebabycloning in this book.Or
you areinterestedin a particulartool, saya chain-sawor a Turing machine. Or you may
want to know what this book hasto sayaboutpolygamy, the wizard Merlin, the Ruling
Ring, theHoly Grail, or DNA tests. Or youmaywantto learneverythingaboutits dogmas.
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theory, andprobabilitytheory. Althougheachfield is explainedfrom scratchandnot
muchmathematicalbackgroundis assumedfrom the reader, somefamiliarity with
thefoundationsof mathematicsandtheoreticalcomputersciencemightbehelpful.

In Chapters3 and4, the foundationsof complexity theoryandcryptologyare
laid, andtheir historicaldevelopmentis briefly sketched.In Chapter3, complexity
measuresandclassesaredefinedin thetraditionalworst-casemodel.(Theaverage-
casecomplexity model is not treatedhere;a useful referenceis Wang’s excellent
survey [Wan97].) Fundamentalpropertiesof worst-casecomplexity arestudied,in-
cluding linear tape-compressionandspeed-upandthe hierarchytheoremsfor time
andspace.Therelationsbetweenthemostcentralcomplexity classesbetweenloga-
rithmic andpolynomialspaceareexplored.Mostnotableamongthemaretheclasses
P andNP,deterministicandnondeterministicpolynomialtime.

P is thoughtof asa complexity classcapturingthe intuitive notion of efficient
computation,whereasthe hardestproblemsin NP, the NP-completeproblems,are
thoughtof asa collectionof intractableproblems,assumingP )* NP. The P ver-
susNP question,which askswhetheror not thesetwo classesdiffer, is oneof the
mostimportantopenquestionsin theoreticalcomputerscience,andit keepsannoy-
ing complexity theoristsfor more than thirty yearsnow. If P )* NP thenno NP-
completeproblemcanhave efficient (i.e.,polynomial-timecomputable)algorithms.
On theotherhand,if P * NP thenall problemsin NP arepolynomial-timesolvable
and,in particular, mostof thecryptosystemscurrentlyin usearebroken.

Particular attentionis paid in Chapter3 to complexity-boundedreducibilities,
suchas the polynomial-timemany-one reducibility, and to the relatednotionsof
hardnessandcompleteness.Reducibilitiesarepowerful toolsfor comparingthecom-
plexity of two givenproblems,andcompletenesscapturesthehardestproblemsin a
complexity classwith respectto agivenreducibility. In particular, thecompleteprob-
lems in the classesNL (nondeterministiclogarithmicspace)andNP are intensely
investigated,anda hostof specificexamplesof naturalcompleteproblemsin these
classesaregiven.Theseincludevariousvariantsof thesatisfiabilityproblem,which
askswhetheror notagivenbooleanformulais satisfiable.Thelist of problemsshown
to beNP-completein thischapterincludescertaingraphproblems,suchasthegraph
three-colorabilityproblem,andcertainvariantsof theknapsackproblem.Chapter8
presentsacryptosystembasedon sucha knapsack-typeproblem.

Thereareproblemsin NP thatseemto beneitherNP-completenor to have effi-
cientalgorithms.Onesuchexampleis thegraphisomorphismproblem,introduced
in Chapter2 andmoredeeplystudiedin Chapters3, 6, and8. Anotherexampleof a
problemthatcanbesolvedin nondeterministicpolynomialtime but is not known to
besolvablein deterministicpolynomialtime is thefactoringproblem,whichwill be
carefullyinvestigatedin Chapter7. Many cryptosystems,includingthefamousRSA
public-key cryptosystem,arebasedon thehardnessof thefactoringproblem.

Chapter3 alsointroducesaninterestingcomplexity classthatseemsto lackcom-
plete problems:UP, “unambiguouspolynomial time,” containsexactly thoseNP
problemsthatneverhavemorethanonesolution.Thecomplexity classUP is useful
for characterizingthe existenceof certaintypesof one-way functionsin theworst-
casemodel.A function is one-way if it is easyto computebut hard to invert. In



6 1. Introductionto Cryptocomplexity

complexity theory, suchfunctionsarecloselyrelatedto BermanandHartmanis’iso-
morphismconjecture.One-way functions(in anadequatemodelof complexity) are
alsoimportantin cryptography;suchfunctionsarediscussedin Chapter8.

Chapter4 introducesthe basicnotionsof cryptology, suchassymmetric(a.k.a.
private-key) andasymmtric(a.k.a.public-key) cryptosystems.This chapterpresents
someclassicalsymmetriccryptosystems,includingthesubstitution,affine,andper-
mutationciphers,affine linear block ciphers,streamciphers,the Vigeǹere,andthe
Hill cipher. Cryptanalyticattackson thesecryptosystemsareprovidedby example.
Moreover, basedon the notion of entropy from Shannon’s informationandcoding
theory, thenotionof perfectsecrecy for cryptosystemsis introducedandShannon’s
result is presented,which providesnecessaryandsufficient conditionsfor a cryp-
tosystemsto achieveperfectsecrecy.

Chapter5 turns to complexity theory againand introduceshierarchiesbased
on NP, including thebooleanhierarchyover NP andthepolynomialhierarchy. Re-
latedly, variouspolynomial-timeTuringreducibilitiesaredefined.Both thesehierar-
chiescontainNPastheirfirst levelandareveryusefulto classifyimportantproblems
thatseemto beharderthanNP-completeproblems.Examplesof problemscomplete
in thehigherlevelsof thebooleanhierarchyarethe“exact” variantsof NP-complete
optimizationproblems,facetproblems,and critical graphproblems.Examplesof
problemscompletein thehigherlevelsof thepolynomialhierarchyarecertainvari-
antsof NP-completeproblemsthat canberepresentedby a boundednumberof al-
ternatingpolynomially length-boundedquantifiers.The canonicalexampleof such
problemsis the quantifiedbooleanformula problemwith a boundednumberof al-
ternatingquantifiers,which generalizesthesatisfiabilityproblem.

Relatedly, thenotionof alternatingTuring machinesis introducedin Chapter5,
and P and PSPACE are characterizedin terms of such machines:Deterministic
polynomialtime equalsalternatinglogarithmicspace,anddeterministicpolynomial
spaceequalsalternatingpolynomial time. The former resultshows that alternating
Turing machinesarea reasonablemodelof parallelcomputation,sincethey satisfy
Cook’scriterionthatparalleltime is roughlythesameassequential(i.e.,determinis-
tic) space.Thelatter resultshows that thequantifiedbooleanformulaproblemwith
anunboundednumberof alternatingquantifiersis completefor PSPACE.

There is a remarkableconnectionbetweenthe polynomial hierarchyand the
booleanhierarchyover NP: If thebooleanhierarchycollapsesto a finite level, then
so doesthe polynomial hierarchy. Chapter5 further introducesthe query hierar-
chiesover NP with a boundednumberof queries,andthe low andhigh hierarchies
within NP. Thelow hierarchycanbeusedto measurethecomplexity of NPproblems
thatseemto beneitherin P norNP-complete.

Chapter6 is concernedwith randomizedalgorithmsandprobabilisticcomplex-
ity classes.In particular, a randomizedalgorithmfor theNP-completesatisfiability
problemis introduced,whichstill runsin exponentialtimebut is fasterthanthenaive
deterministicalgorithmfor this problem.Moreover, MonteCarloandLasVegasal-
gorithmsandtheprobabilisticcomplexity classesPP(probabilisticpolynomialtime),
RP(randompolynomialtime), ZPP(zero-errorprobabilisticpolynomialtime), and
BPP(bounded-errorprobabilisticpolynomial time) are introducedandthoroughly
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studiedin Chapter6. Boundingthe error away from onehalf yields a very useful
probabilityamplificationby which theerror in the computationcanbemadeexpo-
nentially small in the input size.Sucha small error probability can be safely ne-
glectedfor mostpracticalapplications.Again,someof theprobabilisticcomplexity
classes(e.g.,PP)dohavecompleteproblems,whereasothers(e.g.,BPP)areunlikely
to havecompleteproblems.

Chapter6 alsostudiestheArthur-Merlin gamesintroducedby BabaiandMoran.
Arthur-Merlin gamescanberegardedasinteractive proof systemswith public coin
tosses,andthey canbe usedto definea hierarchyof complexity classes.The main
resultsabouttheArthur-Merlin hierarchyin Chapter6 are,first, that this hierarchy
collapsesto a finite level, and,second,that thegraphisomorphismproblemis con-
tainedin the secondlevel of this hierarchy. Consequently, the graphisomorphism
problemis containedin thelow hierarchyandthusis unlikely to beNP-complete.

Chapter7 introducesthe RSA cryptosystem,the first public-key cryptosystem
developedin thepublicsector, which still is widely usedin practicetoday. TheRSA
digital signaturescheme,which is basedon the RSA public-key cryptosystem,is
alsopresented.A digital signatureprotocolenablesAlice to sign her messagesto
Bob sothatBob canverify that indeedshewasthesender, andwithout Erich being
able to forge Alice’s signature.In addition,numerouscryptanalyticattackson the
RSA systemare surveyed and thoroughlydiscussed,and for eachattackon RSA
presented,possiblecountermeasuresaresuggested.

Relatedto theRSAsystem,Chapter7 investigatesthefactoringproblemandthe
primality problemin depth.On theonehand,thesecurityof RSA crucially depends
on the presumedhardnessof factoringlarge integers.On the otherhand,the RSA
cryptosystemanddigital signatureschemeboth requirethe efficient generationof
largeprimes,asdomany othercryptosystems.Thecomplexity of themostprominent
factoringmethodsknown,suchasthequadraticsieve,is discussedin Chapter7.Note
that thefactoringproblemis currentlyknown neitherto have anefficient algorithm
nor to havea rigorousproof of its hardness.

Chapter7 further presentsa numberof efficient primality teststhatareusedin
practice,includingtheFermattest,theMiller–Rabintest,andtheSolovay–Strassen
test.Theseare randomizedalgorithms,andsomeof themareof the Monte Carlo
type.A recentresultshowing that theprimality problemcanbesolvedin determin-
istic polynomialtime is alsodiscussed.

Chapter8 surveysfurtherimportantpublic-key cryptosystemsandcryptographic
protocols,including the Diffie–Hellmansecret-key agreementprotocolandthe El-
Gamaldigital signatureprotocol.Thelatterprotocol,with appropriatemodifications,
hasbeenadoptedastheUnitedStatesdigital signaturestandard.Relatedly, thedis-
cretelogarithmproblemis carefully studiedin this chapter. The securityof many
importantprotocols,suchasthetwo justmentioned,reliesonthepresumedhardness
of thediscretelogarithmproblem.

Revisiting the graph isomorphismproblem and the notion of Arthur-Merlin
gamesthat were studiedin previous chapters,Chapter8 introducesthe notion of
zero-knowledgeprotocols,which is relatedto thecryptographictaskof authentica-
tion.
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Therehavebeenattemptsin thepastto basecryptosystemonNP-hardproblems;
in particular, on variantsof the knapsackproblem.Someof thosecryptosystems
werebroken,whereasothersarestill unbroken.Onesuchcryptosystemis presented
andcritically discussedin Chapter8. Relatedly, the notion of a trapdoorone-way
function,which is importantin public-key cryptography, is discussed.Finally, this
chapterintroducesprotocolsfor secret-key agreementanddigital signaturesthatare
basedon associative, strongly noninvertible one-way functions(in the worst-case
model).

Obviously, therearemany interestingtopicsandresultsin complexity theoryand
cryptologythat could not be coveredin this book. Herearesomerecommendable
references.For example,approximationandnonapproximationresults,which areof
both theoreticalandpracticalimportance,arenot coveredhere;see,e.g.,Ausiello
et al.[ACG+ 03], Vazirani[Vaz03], andthecomprehensive,up-to-datecompendium
of NPoptimizationproblemseditedbyCrescenzi,Kann,Halldórsson,Karpinski,and
Woeginger:
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For a variety of further important topics of complexity theory, seethe books
by Balcázar,Dı́az, andGabarŕo [BDG95, BDG90], Bovet andCrescenzi[BC93],
Du and Ko [DK00], Garey and Johnson[GJ79], L. Hemaspaandraand Ogihara
[HO02], Papadimitriou[Pap94], Reischuk[Rei90], Vollmer [Vol99], Wagnerand
Wechsung[WW86, Wec00], and Wegener[Weg87, Weg03], and the collections
editedby SelmanandL. Hemaspaandra[Sel90, HS97] andAmbos-Spies,Homer,
andScḧoning [AHS93]. For topicsof cryptologynot coveredhere,see,e.g.,Gold-
reich[Gol99, Gol01], Luby [Lub96], MicciancioandGoldwasser[MG02], Salomaa
[Sal96], Schneier[Sch96], Stinson[Sti02], andWelsh[Wel98].


